Tst intemational Conference on PO TP [ o JAS ol o
Artificial Intelligence B ’
in the Era of Digital Transformation SECCUECRLI el s 5 | JEaoud Jai pas 30 (o5 g g2

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

Syulw OMos jo (Lohuan Sigh

PRI
Q‘)'Qj ol)‘l oKl E5man sk U"“;)‘WUGI‘SO LSB"’.’-‘:‘J“)

oS

ool ol aallin (] el 2515 o5 b St aba 1 il claoio 2 ot o (AD) oyinn Shan gy i
Ol ealox onazmy o ilyil 3l 5053 50 1, ] (i 5 WS (o0 (o2 |y Sl De> 50 osian (g 5l ool
rtle (6550l (slap g8 5l ooliial b aiS o dr p (elotz] (wiige 0dizmn SlaieS 2T 5 p2lee Slaghs) (5]
aos plil 55l 5 aiedan oy Sdloz WS 58 (arsedS Slapte S 6100 00 |y sy wiilgi oo Dlozlis
(Eyman (i p (e sla)Sal) sl eslitul &gyl aslllae (pldgyoe Lo 4 Jluzms slacSlu ;) Gl o Gha S
35T Lol ol e oSy bl sl 55 g B 5 Lo mialh Lol asSS ig y uo aloz
5 Sl slag Beon bty (2o slap il aang alox I cotn (9% 1oy axlllas (l cnl 2 ogdle S (oo
Doz ;5 (Egian Ghee (A5 Feee (50 Sl Bua b gl Lo (ol aiS oo pe 5 1y (558 (I sla el s ol
el o plowl Jlozms laptacsST (S LS 5l cblis sl alysls sl Sas) @s i 5 s mle

olin Laian Gigr ¢ (AD) gias yhep ¢ (5 mle D¢ (ML) (piile 5,50k ¢ sl Olayags rguads oBile



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘"’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

doddo
Ohst Sl bl (6,5l Slailetz iy paisl )0 (5 pSein slacd ity (0Bl s (5,5l8 S lsie 4 (A esias Sbge
oS el Sl 5 6 pipmaelS oiligs dNLP) awas 3b5 sl ML) cyrlo (5,e5 0l diile goanio sloasli ol egiuns
Jeoly S plgie 4 (eginan (Beo (s rmlbe Sutel 0je )3 L aS (o0 SeS ouzy Pl > 4 054 azie loged 4 pluS o
Sl Slhagd @ ol 5 i (lolid 4 B aS 00,5 wal 3 1) alapics 5 ba)lpl anngs (Sl 5 coul oads jalls (555
1R e g b osls Sl anlie om Jeloni 5 (33lo g sl 0F Ul 50 (stan (gn jud Lol s st (a8ly (Lo 50
oaicdy 5 e S il 2 (e Sl 5 s el & Butee (5mlr ot i slagtg ol atiys aplasl Ul
sty G sl 553 8o, ) g e dlyn S L 00 hanagd Sy 5 pr b Ablie 5 85 0 s Sis
bl Glapins (Jlo sl aims oo (Lts 25Ty H0ebgs Slaagd g oSl 4 a5 csl 00,5 (Brne 2l lapine—
@ oS gy S a5 (Jb o S oLl aSes G o ) soleped layld) Wil e (egan (so p (ste (5 lxials
o S 42 syt ign 45 ln Sy oJlo ol LS 8, om0 ] iy Uit o] B S o S aslosl
e Jolse cegian (hea leslii ul Lailes S Jan 5 plazles slp (Gl (ol axly ol cadles S Lo atesjod elis
oS (Jle (6ly il iy el 5 Faal 81 gyl azes jo 5 0siS 095 ) alox oz slosliul wiilyi oo
21y Gloaigilw a5 oS aclaie [lws slaply il co wiload Cugdi o by (310 Lawgy a5 |Soes Sind
Wlgi oo (Lyman (oo b oatlughi slalidl il jobay aims o B ) )5 (n S bl (S oS aS sbml gy (ol
Ohsr alfgs Cumle S Ol (i (g el Glapimi s g Lol b 5l wies s adly o y0 | 095 L8,
S o dbl (6 pole Cusal laasie Gl 1) x5 BB sl il s ol Glosen g glis g jo )] SUlg¢ egian
G 9
) goaxe Gl ol 5 00,5 sbwl Jlizws Ol conle ;o wlul (6,05 (5ol om0 coimas [hga plésl
2,15 ol o
oS (b i Gk Olos wa3 oo (Ul plorlee & (esman ign 1w (ol S 0350 (105 590
505,55, s |y o gg,5 aiilys oo diloas (ils &S0k asle LS oSS aLS jee £ sl
[14] . 32s o B 1) Loras (hgar Glopimmw

Sl 95le g s ol VU Sl (owlidie 5 Sy b (e5man (198 5 (e OMe> 1y olidie 9 5L, 5045
[15] el Jlgss el s sl (gl ol b alilis 45 DDOS EMla (1,21 b b iy (sl oasoss

(Ean (heh (e dlex slalpl axwgi sl ol ae ( BU5T)la0 g (il 095 1 SN oy g omilgd D95 @
[16] .l 05,5 Joauzes | Slagags (ials 5 obo, g 00,5 w2l

G 4 Slaze] ialS w0l Dledlbl jLacil 4y e Sdas wile olassld 5l eoliul ioleel uds
[13]058 o0 Jbo b (slozzl slocanl 5 Jluoms



1st intemational Conference on PO TP [ o JAS ol o
Artificial Intelligence ] B )
in the Era of Digital Transformation JEMSCUEEREIEAiy T ol | Jlaows Jad pas 3 (o gudn g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

IRV

[7] ol o0 55 et o Blawl yy dslllas (Baw (pl 4y sliiws Gl o4l 55 105 ailSgo
=Bl lareay T i alex s pmle Cotal j0 (egian Gign 4B i slod IS )i d Cardg Judxi @
Cogds g ‘Scléo 6[.&0.’;..,....,..» 3 e 6l p dlowas EF-ae igR 3 oolaul sl G.LQJL..A [PRYJONS a‘SADLQJ C)L» L
[5] o8l
wlolis o begsgame alax 5l coian Jign )l 5 ( D (8 bl alllas ol gl Sl o

[18] a8 (oo (gmy 2 |y S Ibeal SloJSSs 0 908 5« pogas ooy la SIS Dl

(Eyan Gigp (215 (Slapiars dxwg aile lacsl il asllas ool touiyT (FUdind (Sl pruno Sy @
oogd 5l A gts oolaiwl (gl p (g, lA8 Canliw lrdsgi g “Sg)l}‘ Sl Jodljgiws (padi gl p glans ) slag ) Sen
D] aes o @l egiae
Slp sl 5 oS SaS gymbo ol jo eaian her (i 5l (65 Gaes Sy 4 0)ls aad adlas ol cBlaal cpl 4y ity b
[f] cams @l coran (ien 5l 256 Sluags b ablie slp Lee sl ol 5 oo liiss



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

Sl OMos )5 (Loiuan ogh oo p,)lS

Js7ee b, S055 418 i Sl (Byme L) rmle OMom izl (b9, (foiae 5o 1Des (g3Llw, 5095 o
la. Lv .A.m.)‘sn ulSA‘ uLoDLQ,c L 9 oé; )J))sb‘j.‘.dd) 9 ).'))JJU..JL.JLA a).'v'd.ni)ls ‘) u)l.o.? L.S)L““")ISQP u.!‘ .C»u.d‘ o.);

D] aies 8 Goa 1) bapiacw Sladl cdlss o yiaS

Bk 5l s pdyean] (Sl (65le, 5395 L Nessus g Shodan asile eguas sogn slalnl 16 wdscam! xSl @
ool 1y 08l U3, g wiidn go 0gan | 15950 9 09 SlacriaSill dalg p 5o cind L& ololid (dile 6 250
[27,20] s o ook elis (slap jlSe

ol g 00,5 5055 |y b dyaamsl 5l )00 00 90300 (Sl plazls 4 (e5ran Gigp 1095 gylopo e @
bl 1 58 505 wiile b eyl wiilgi o (ogian (9 g2 (e ol WS 0plis by g0 |, ales
(¢l s 1) olgsds Ol jgiwo b a2l oleas L g 00,5

Saools yuss |y 09 LSle a5 aisle (Sew |, S8j00 b slo)l58l0 drngy coian Sign 1 SUdyg0 s Hl38le
399 50 Caidge (wlwl 1y 095 o Slas « g (6 S0k 5l oolaiwl b ba l38lay cpl oS oo 41,8 u‘"’ﬁﬁ.ﬁcsﬂ Sl
[28,11] .o o (Bankas w‘ Glepia 405

“’*"93(5" ul.vLe(c “SC}M(:.A d.:g,ﬁ > w (NLP) ‘SL._JQ UL’) L)“’)L)J" )| oél.n.u.u‘ L: :MS L,AJL:.S.O )é m L]
opl S e ol 1) Sel Slbls )l S 5 o 45w adgs glail] S adly 5 oads g sl sased Siind sl !
vyl Wpse 0pe BCulucg 5 sloix] slaaSil (o cogec sbrools o )0 coian (hso oUly 5l b foesl

Eoas hgd g (ML) (il (6,50l sl Jow ;0 05250 cand bl 5l 5,10 50 o dilewas OMos 1dilowas OHos> @
S 5 55855, olaiwl s & OMes cpl Sjloi s ) o] lacebl Colild g (Ko LSS B a5 )ls 55 5a5
oll sloasylss S50 (s 3l (6 Ky 9 3508 plwlid oz el aile wlas oo )5 o coias Siga
(Y] .slos,s

0992 Sl U aisS oo (5,0 1) bosls lezle  oliz! OMles> (o ((Evasion Attacks) olos! Odos> @
e U’“"ﬁ) U"‘ b}w l&o).@‘} LS‘LML"“" e oL.u.ul u.cl.s AJ‘}.&GA )49..44 L ).59.’ uésﬁ‘ EJL».A ‘5‘).3 DO w)ﬁ ‘) ‘595*.4.0
VY] 0gi oo Sliolas g Sauily 5 slessl, oidle oliisl pouds Sl i o055 (slog, 045

(hygal Grosls 4 L yBe sleesls (0,5 515 b (5 5lupgens D)o ((Poisoning Attacks) (g3lwpgomo o> @

VY] e ploy Glsiear aslij o oLz



Tst intemational Conference on PO P | ENSIYRE | = g 12
Artificial Intelligence B ’
in the Era of Digital Transformation SECCUECRLI el s 5 | JEaoud Jai pas 30 (o5 g g2

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

hsp Jde S o 1y et s S e ezl ity b glag 5 S o (Trojan Attacks) Slog s Moo
Jlse Glgieas oS oo Jd 1) O 5e slaylid, ol Lyld 0 S o () LaiS o (glols dawgi > 0 (Lokan
Ll aiS” s (sole jgbody sl ;oo 39 0 o0lain] [Lrangs slaslys ;o a5 log 5 @ S]] EHmas Hugd Joe Sy
[YF] 053 o 2o & (ol (s (55501 S osalian b

APT & | S slogzg w3l oolatwl b o lezlyo :(Model Inference and Extraction) Jowo ! suiuw! ¢ zlocw!
G99y opl S e oolaiul Ll slrosls U (g lere slidl gl Jow gl Pl SiSS 5l eoman igr sla Jue
&S oo oS o dis b ablie (gl g aiile ( olulil 05 je0 4 aS WS Sl 1) SlasSIL a6 Wilgs o
[vol

@ 3585 sl s, (e 5l o plores sloix] cwdige S ghman igd jl soliiwl b closa! wasgeo
o oy (S g ogd raLéo‘ L.cwl Bt sl et gla ‘Ss’l.m.jl le.:bksﬁ.}in 3 e,lo 0500 Bk 5l et
(Vo] asloads 5 cased g 5 pdo wbie «podummn Hlon

ai>lo GANs wile sorae (o920 slaph )68l lawgs a5 o Sd s (Deepfake Technology) Sidcuo (g9l

S, 0 ST (pl oS wdy (e g 5 S real (Syo Slgiom wed oo ol Hlazlpe 4 gl o
S oo )18 solitul 8 50 (Sinialy) Sgo Sicind § e Jbo o zaSTy ool lp Jole poe slow aulis awsle
[vvl

Sty 5 T laclled Ll L il oo (o5ian (590 Slaptaw (Loian (igd 3 (S (§HLS) Julo
Soiied oS U oo co Sl Hlazlpe 4 Judow () a5ley (880 (5,L8, Llg n Bun S cloix] sloaSss
(YAl .Gon o2l Sledb| 5l oslal b o 5o slo o] Jlo,l aiile s >1 )b (Spear-phishing) wedos

Ly ol g oS gilwancs |, Slasl SldlSe aiilgs o (Loman (igp p e sObis 1Sowiad ol p Lobes
b by Gy b abe ol oS sebils & y5e by Ll L o li& S1msl a1y el Sledll b aias o
YAl )ls 1) o5 e (slossgyg 4 us ol ol (NLP)

505,5 Juloo 1) Sledle sulu! oo wiilss oo Loan (osn sla il i seloda ] cwaigen gl p Olulusa! Jodxsi

oolaivlsgu glp Loman g 5l lgi co plpee S (Jlo lgieds auS Slulis |y Bue (o, sl B9y o5 e
O oo 9 pige ]y tleiml cwdige OMes aS (S colaiwl wke caigled Glgicas ol jalls 4 IS G (gall )

[¥ ] ojloiso mteme | sinble 5 (il g 2




1st Intenational Conference on
Artificial Intelligence
in the Era of Digital Transformation

el it A

Event Place: Tbilisi,Georgia

Sl F | JEatus Jod pa8 33 gE g0 igh
st ional Conf on Artificial Intelli

in the Era of Digital Transformation Y
INTERNATIONAL CERTIFEATION



1st intemational Conference on

temal . ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation SECCUECRLI el s 5 | Jhass Jami pas 33 (o5 gudo gt

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

&350 lxlllas g bl

ool oo g sl sases Sicind slo fuas! CSlo Gl oias sbga 5| Emotet :Emotet (g,15810s b oS )
IV ] asms o il 3311y o) l5 Jolss g aitns  oa8ly (slagewly ad a5 S’ o

Saw a5 gy dads sl Jlol g Lib,8 Sluliss gl 0 g (e 5l DeepLocker :(IBM lawgs DeepLocker Y
VY] ao o Lials 1) (il ol lus 5 ololis jas a5 S o ooliiwl wai oo (olulis

Sl egian ogn 5 ooliiwl b plazloe V¥ (60,50 anlllan o ,0 1 oL gm0 JogR 9 (sino DDOS o> .V
58 ol 2alS slas il il 5l g 00,8 (gilwand |y dly o)l L, a5 wis S wudass slaisS e |, DDoS ales
Dyl s s

L, oLS 8 g 00,5 Jax |, ele pow (slows Deepfake (s,9ls 5l ooliiwl b loxlgs :Deepfake oS b (gl o5 . £
Y] oS Jame (odis olus a0 Vo YEY o0 b wis,S o6

a5l 5l "Egregor” aile gian (hen b onii s, K5, sl )l38lay (Ransomware) £giwan sigd b 438100
Bas lejle slp gl (55,0 elwl 1) o bl L jebas jl58la o S oo ool Lol 515108 gl Bllasl
[YF] ams oo il 1) 2l cslop 4 lad g osS o ol

D« eyian hon slagsglid 9lig; o5 s 0 L oS ais g Gl |y (6l Dlaag Jsod g s Lol ol
ooz lz 5 (B Sllasde (16 slacbilis | oS 5 4 ol (2 shiz 3,505, diojls Slsgs ol b ablie .ol asily

205 ) S



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

SH o 51,5

3lg0 5 6ol 53 i (2B lapiucw 45 098 0 Sl egtan (198 DM (6 pdy wlide 5 (S ol
Yol wes wel 5L

516 0 s s |y 055 UBSISTS polae sl egimn g 2 (sias SMa> fistllis 31 51,5 3 Ly 5,
[¥8] aies e g5 ol 5l olaJlie

At o ylasl SUles 5l 5108 e s g wbidie b Odes (gl 2l 4y 0B egian (o9 sbpiwas YU Cic yuw g x>
[47,36] .auS axlge o gilu saed Slyims b g ains 1,8 GBaa 1) )15 b ysedie auslyy g0 S (1l

wole Sl glwand sl GANs wile sudg sla o 5l ailes co lezlow 15 5 bwyledy svuan LSS
[49,37] .wigis BB pled o yPre 5 £gpie slacadled o g dios o3 1) 3685 adeidd sbpiuw b oS colaiul

4 Sl (e (ogian 90 (e (28 ot [ SEgan (9B ¢ (e BELS 1O Tadel il pus
SIL oA e ol 4 yoie wilgs oo JSiin () aims 1)1 1) las 1S puenad Y Ay lisegs Melw amx" JJo
[V 0] Dol @5‘9 Slagags ols s

s 3

bl

Siludoo

(XAI) sy 6 oo giuao ign 3l osliinl b bl

b ablio

e pleol 4 (g ul coal Hlaasin g () Siegh (egiman hep p (e (gl O I SU sla Il b ablie ol

h9p Sl (6 S prena slaan] b a8 Eel (pl XAT Gua .ai)ls oSt ey lapions ;o (XA medy b

T

mly BV a5 esian ien oo sbml b oS o 1 b ] Slopenas ety LY wiilyny bl 5 ol Glis egias

KARY . o Slelod .o . . o < N . ausles . U OuBD a5 K : . 5

0,0 b SIS 5 08 o0 S egian hgd p e 2B Glagiwaw jo slaiel sbul 4 codla s plLaes pll Jlais

[YAD .ol oo Bk 1 Mol ans"

sl Joe



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

NS Pl

g ooliulsgus 5| (65T slx (lp Wl 4 WS oo obml oz (DU G SIS g mle Dm0 (esian Sisr 5l (958055, eolal
Gy Er—an (is A glezlpe ar e aT aijly bt sleacs b SIS (pl 0,5 1,8 a4z g5 0,90 dssle ¢ 0,8 51 clbolas
[vvl Mg oo bogs e S gs Dlauags cpl plp j0 053 Sl b aS slaploile 4 e g auS o ssliiul o P wolie

6‘,» w.b &‘3.1‘54 6)3LJ U"‘ 45 |).> sw‘ C).]a.a QSCM w}&b )| cblfjé edl.a.......»‘ L_é)l?‘ c\.Li.m.n :4.;@5.5 OQM‘ M&c L J
Gl a4 3985 diile pae wolie 5l e 5 0gd colaiul Cday Hlulis ¢ clilagy el o saugs wile dde laal
[55,39] .l (g3lwonly g u"")b 3 380 &l yde aiejli il cpl 6 ol DMes bl bl

i gosls Jdouw b egtan [hg 0,53 oo Siied oS o B Sy 4 aS (e ol Bl aile i o )3
aog,S ool 51 cbslin o,l,0 BN (gl S1,S5 45 WS so slyl 580 5 diabid S5l o elaiz] gladiles, sl liss 5

[0F,00] 5,51 oo 5925 1, nosliiwlegw I 5 uSsl>

3l osliiul 5550 50 b IS« egian (ign Slais,sld 4 it (o iwd bl ghan Jigd b Juo i e
SleMbl 5 s« o> lagasg cilo gl 0l oo Sidus (5,5l8 il jbiyie glaJae ol 4Bl 2ol58! Loy
Ok bst esrme g gl )Ly oS Gl (gus s a5 gy IS @ gl Gl olml L Ll
[FY] oS oo ol caliss

e el Eoan (B9 Spiuw ;0 Sloasy Jwily (o ] SIS Lguan yigd WMo j0 cuaxs @
aile wigds e SYolels (6 S muenal slran )8 4 ol o Sloass (ol Ailoass [bj9el Sibles ué b (a8l slassls
J.».S‘so Judw.ﬁ ‘) ‘SCLQ.&‘ 6[.66)41):[.: as 6‘5~AW 6[.23‘;):5 d.»L.»‘ 5] 6)_,.4[»: u)Lo-> )d uoL> 61.%09; Lg;.fdd.b
[58,43]
o2 JhalS 1) egiuan g O e groslaiul 3l Lol Dl 0lg ce o Loiuan Sien lapias o Cdlas ¢ (5 pdiiadsis
[$0] .08 o Jor o] g 0 ol @ ailes, el slods egimn (ign a5 oS Jol> licebl



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘"’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

‘5:5.:[5 s

soba aslgn a5 SHlai g S9il sl )l anwgs 1 b Sl 059> 18 094 (Loinan hgd sl wo o iy
EF—an yogd p s S ymlaw e L oy95 5 50 Geild slaal ol .ol a8 5 iy S ol |, L@QT 3 eolaiwl 5o
laalols Q—.’.‘ Qo)S » 6‘)-.’ ..»l.' 64-.2-15 alsus u_..x.o S| oo; ol.?q.| LSJ'?'.'.L"" u.u.a‘ le.:aé‘dé}? 9 G‘)‘KQ};G LS‘)-.' g.f))’.g G..Jl}

1335 )8 4z 590

393 (siluand wiile (Eyian (9o p (e OMe> WS (oo Az g (Eghae (eb I (U Wu> sla Sz &
@ by D sle SIS ol 5 odle (aigd cod oole idgy a8 uled 10 S0 g odigd piSTass sla 38l
[60,40] é}ws‘c 6\..3; od:»)l) (S 9an u,u}m Lglbw.'w dji.?u.ul.: 9 RS sg.,\.»_‘al.c.w

sl 5 L 3blie 51 lezlge 5 wisd co ol (53,8l 50t 2] 6yl 3l LD Comdo glaile o
Mo O "\"56" LRVE ) L‘>’o’~‘)'>‘ LgLQ:w‘)T Lg‘)_\ ‘) Lbui u_:yls [Ty 9 @L..)L.w ).4| L)"‘ J....»SGA oéL&»‘;w s
8 wigd oo Jy8 w6 (6 b el 15 (s slogtS 55 590 ol 5l Ygmme il epian igp » (i
] S e olizgs Slogags ol b ablia sl |, Ml (5 )Scat 4 5

‘_g)L';:'uos:} J.Jo:\.;;@‘ ERVE IR Y wp,wdﬁu Q)lw)é "‘JWMMMS&MI‘ .
9 st 5 53 plae] Ly 45 LS (5 S oS s sty Al o Wt (e b Slbrpians
0diaddnwgi b1 aS s atuine o Soian Liga 5l oolaiwl L DDOS & e (0 o Jlie (5ly 05 co ] 595 a0
05....;‘541 6)5L_‘3 )‘ ool.éﬁ.m‘;sw )‘ ‘_g)jjl} 9 cdlae JM )l GLA r:l.QJ‘ U”‘ J.’}.w asslls Jﬁ.ﬁ...mo \.\JL> W »)9_> L: ).:)lS
[VAl

) “""J‘ Q‘))'a“ 6‘)-?" 9 ol 6‘)9 L“’&JS“’ cs.’.uﬁs )" Egman o9 L5)5L‘é Erw J‘"Li’ s (5'9"'5 cSL“"*"‘?J)é ®
DS 0 500t S (Slralold I arles [ g Eomte St sy Sl (S (b (ils Ll a2 S
Lo wisd pllon (Su3sleisS lacd i b asilsn a5 auS sbnl (Sila S56 locsz )l Wb oIS sl nl b
[YV] oS allie s Slagags

S )Ben 4l (egras (B9 p (e S mle SMex sl S5 D) e pelais i Melliw o 0n ol o
Db oo Siplen Sk slasluslinl sl 5l aile (5,5l slacuglsl o o adlio ¢yuilsd jo lacuglas Lol e lo  Modlys
[47,36] .o)l..\_'s S99 u‘.\a.\.e‘) u.:‘ l; c\.L'Lu ‘5‘).3 ‘_g‘o)LS.: Gll&)‘ud u5_>)l_> g
(g—og—ar s byl aolul g e ol aiile o lodliyn laolys a5 sl (69,8 ¢ G558 sloal_old I L alilie 5l
aS 320 eyl (6 pdyBlhanl g aal> SeilB slacg > b an il alils SHo5 o) Ken (5l cosl slag)lol g oS ils

V] 0SS S o sl 6 yule Oes 0 (egian Gogn a5 olaills 4 Sse jeba asilyn



1st Intenational Conference on
Artificial Intelligence
in the Era of Digital Transformation

el it A

Event Place: Tbilisi,Georgia

Sl F | JEatus Jod pa8 33 gE g0 igh
st ional Conf on Artificial Intelli

in the Era of Digital Transformation Y
INTERNATIONAL CERTIFEATION

R



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘"’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

Moz 31 (g S ol (gl (S S S oo
ELBS olp (Lgman o i colaul

Cosl slp suiedl lalil ML) edle (6 250k 5 (AD (eoras (192 (s pmle SDlo (ol o3 S g JSoduzmy L
Giadigd oo b 3,5 Gud (6 mle Cuiel slalpl 1o coias Shen alisl oS o wal,3 bslojle s slacolls
wosilo, Jlas 4 |, glusl Clalasl cuip pl a9 s gl g ololid ( o i (Bly loj o 1) Oes aillgy a5 53luy
oS glis &y (ogtan (hgm 4T (BLII by, wiz ity Sgutn |y Lt (5 5510l 5 00ls el osS5ly slagle

D] 5o le S oo

Sladadlre gl oian (i50 p i Ll ahi Sl sla ool i S ehuan Wgd b b End Point jl cble> e
quS OSM 9 @L..:L.w 6‘;) u..mLo 6rfdb )‘ uw U‘J‘ sbsads& oolau! UJ.?!A u‘.bd.e,s ):‘J.J )..5 Lmli:.,.uo
i (ol oLl alex 5lases oo lis STy Jass jobods g aisS o eolatwl B liil g sadaslis wlayags

[FF] ol il oKty pladl (gl s ) g Jgonn el sloylis, ololis

e GraSel 5 Geoos 550k jleoliiul b egian Jigp p (e Slaptias HIFIN Julod Glp Baos SOl o
5 aSed Sl 5 o ol ks, Jdos ay 508 b ol lansls slacuidse i3l olulis 5 (CNN) iiglgls
5k g nliee Sgee ez laosls L pslas jsboay g wiies wpaz la bl plubid sl s slagle> 3

[¥] .ol s

sl sl s pl (L gl sl yo RealTime Glwagd (2 obd sl (egmas Ghgn jloslinwl o
(& a0 ogR 6“"\‘" BOWR DY PRCCONIN MT}U LS):" Lgl.;b.h:m O (g &ml 6L{bw | oo; N G >
Lgl.(bp.b"ﬁf.ﬂ )'l sslaul b L{bw Q%.‘ VTN r:b;i\ 1) cs’élﬁ QlA)‘ 5 Qbﬁd.e‘.'; uM.mLf ) ‘;L«Jl,gw ¢ podowo Q)Ua’_'» L M‘y‘se
Slablas cileladl ) oo; @L.:Lw: \) l>osls ;551“4' C,SP L )L?m).;& $99,9 Lgl.mui:)b' aisle dol"ﬁ-& Ql.).i.).er}’ ‘635"‘3“5

[2,4,5] w0 plx] [S055 jebas | (5lre slapyiile (30,5 dlgpl il

(Egian Ghgp p e sl iolgx (3155 g wagd oledbl 5 )slae lp rmle Coel gl o
slr @legleial; 5 wies plonl Sy S, S Jelo 5 (6 5laez 1, a8 Sledlbl allg s (g b Coial 5o
Sloolaiwl b g 00,8 Jugeud 1) ylaaind o Sl (gl (s Slbli )l e Lol ol oo &l Golg> 4y Zuly
Sl 3 15 QLSBT Wil oo Dl onls 945 b agzlge 5o (Jle (lyieds ipd o0 S | 095 lagal (dle 6550k
[2,6,5] S olan laolas (63lucyal 5 3585

'Y



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

Rt LAY

el 03,5 10y (8 sy arat] (6 e e oty 5 Shazm oz il b 6 pmalis okl 43 o cgla o 51 ool
a3l 5 0 Jalows |y Sy Jolse 08,5 lolih |, ogilly layags 45 wims se |y olSel ol baylojlas 4 iy csla o
Glagby, 5 Grble 6,050k ((Fu )l gloosls laJos cnl . aims plovl 0gd pzrgi BB ool el alos a8 (T 51 (g | 0l Sty
SO S e a8 olaby, 5l (B el )0 a8 i 1) ales it lagy )l g9y Szl b os)S oS 5, (sl

[1.2,3]: el 0 03,51 AiiS o SaS (6 s il

35,00 egian o9d p e Fwiin Gl oe (Sl oi rolugy wlel p g mle Mo Cad (S @
ooy Jlo b algs o b Joe ol S ol (Sesssss slezr sboslags, obol 1) 6l olam Jlaz|
oz Jloiml b ansS SaS gs slaiuill 4 g 05,5 Jlo)l blejlo sl plEimsg; slo lais wodlas 5y

[2,4,5] wS cmiim |y b cusl sl ol b Sl slacalo g a g ole

Uil Gy Fahan (h9r p (e (i Slaoe il (gLl 0 juniy 9 B 8 (lp Swmy 2Ly e
&_J)Lo? dboé‘é J.».l;u L: LDW LJ"‘ AJ}MGA oéLO.».w‘ wl....} (:’L..@ )é 0)394; eJi Lglsj.w 9 ulf..\.».wj)s 6».».».@‘ &m.:)
loyloslos 4y 5 03,5 st |y B akig by by o 05illy (slocSinyy wiilgl so ol 050255 Slos gl 5 (6 pmales
oS Lyl K LT a5 0iS 5, ol e Lot 0ptl i o T L 6,50 0,00 (6 5T Sloond b 0§ S

[2,4,5] .S oo 59 ym cwlin gl (sloogas 5L oo ools 3945 >0

SIEM (sloginw (& ghan (sog bawgi oubiy oii SIEM (gapiuw b (2819 yloj y0 Wos Sy @
! S (oo oalitul (aBlg oy 50 (5 pule Slad (@lelid 6l (Gt Jolou 5l (egran Ghee b oadiiugls
5 aho> lasSll Qlulid slp ez Jelowi 5 (Sloj slags r Jelod (smmb (b3 (23100 eBile 5050k 3l i
g o al) Les bz ailgi co b ()l cE5ds Sl 55 S Mo slogSl Lanseis b s o 0,20 bags el
aims alosl ) b Jly 0l Sl 5e,8 b SsSiie SWIP 53,8 sgone aiile ail pKiny Slaladl b oS oS el slopes
(Al

'Y



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘"’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

wgos JLwo dilyl g Joo Jo
NPIEL OMos (S Sl (Foman ogp 3l ooliiul

o> £585 Jloiol plolid 4y 0dlgh oo oty Slode -iloads Lo il mb> elsil w5l (S izl Sl
lmosls g @S Jpanoyed Collad v e sl (Slaiemsgny 9575 aiile elge v a5k 5l oS SaS o 585 51 LS 58l
5 bl Gl Getle 50k slap oSl 5l Wil ge (ooan (B50 Slapinns lo)l8ll cataBlis glgil 550 53 (Sl
@gin oS 5l LB dles> a5 wias o |y can ) sl Gl 4y aisS colaiul adgl saias ot (WMe ol (g M CLdle
oSl ol aylels 4 a5 isS il o egilly copmsl g dlos s Algs o cpaizmad (cissbns Sl e cdlg0 s 4 0LiS

S gaglsl |y 053wl B ans o,

6o il 4y yoie aSST 5l i 1) eSSy g ail ol b S 5l a8 SO ails o baylo )l ¢ s i sla e 5 osliiul b
Dol aas mals 5 ololis wigs

;ig. ol.?:i‘ d‘ﬁ &5‘"3"‘” u“-"" 6&&[@3 9 ‘_,’JJ.QJ‘U..; LSL“QL°}L” ‘L:bd‘.lga O LS)K"-“ LbuLa)Lw 9 Lbﬁ«.‘sé e 6)&0& (]
L_S)Li&.b aS (8 oy LSLQU:’S) “_;.s Eon dslol o Lol djﬁb S ﬁjlq.a 9 odum Cedlo b ablas 6‘)‘.‘ Kalen

ol DMl Jobs Gl sloasieds jo allys oo ogas splejls 5 lacdgs :0ledbl Jold Jbear gloass o
ot S e ot |y Bas s 5 LSS o g, oMl Lz o ST sl 4y a8 a8 o8 15 (6l
ol 5l paigas Sy oty WS 5l S e oS Lalasles & 45 05 o wild (6 melr syags Sl bas,San
aS sl (ENISA) Lo, asolssl (g ymles el uil3l 5 (GFCE) (5l die 0 mass Sl goze Jolis s, Sen
[10,23] axiwn (35 Jl> j0 Wogls (e =5 ] g j00bogs Slasags plp jo glo 05 <y

S Jolds wilgs oo rglosl 5 Lo (o (5,500 15yl sl Aoy 50 drwgi g Guiid Slag)Son o
o9y e bl e il 10 gl S o gl W sbas 5l olnl (sl (R&D) axwgs 5 §udod S yidio
Glaps, il a0 oo sls Glsior (eopas Cato 5 (oo ool «SwoolST Dlassge (o) San b ol estas
Sl Coral i iy (Glags,gld dnngi Sl 3,805, (rl 0,5 sl Slases Al dee lr (etle 6550k
oS e wlio s Kanlon byl 5 S it el slacgz o sbul & 5 Canl dnie anel 5l 45 355 oo
[10,23] .05 oo

1y he gl 0 syl Doz a5 Ll 116yl ol oy 58 (Mol Lo 5o (6l b (owlodys o
ol (§978 S pmlbe ol iy )3 )9l G 6580 Cux 2loosz )y sbml Sl G mle (pulelns WSS o
Grmbo @3lg> 4 bozuly (Soales 5 aagd Sledbl ol ( Molline slaasl@8lss 3,50 55 0,51 Jolis (5, S (1
9 Sedgine (3310 Sl 65 30 S pmale DMz @ Fuly (sl (2la STy Wil oo 1y9iS daBilss Cal Baybo 5l s

V¢



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

Mes 4 53 Sl gl sl a4 Slekns o) Ken (ol oS sl laedgs 5l sadcules 6l Slasags b ablis
[ANY] o5 salys S cgian (ign p e 5 pmle
e 6yl DMaz 0y 4y gy wagd B aseo o |y Gl cpl laglejls g lacdgs a4y (6l Sl i 50 (graz oW (0l

Sedgs Hlaand soled (gl 4 aiS bl (6l Cotel Slaz ST SO g oS ablie 55 350 jsbar|) coiias Jhgn
[13,8] .osb

SEFma0 JigR p (e (£ S il 9 (S sy B I (o g

S eptiacs (pl 3)ls glatns 5 (i85 (g mle Cusal 0js> )0 (AD) (eoian Gis p (e (£ laprilSe 5 St sla e
a bl jo ASS o ool slablie sla,Sal, u>_->|).L= 9 Oex> (o i «Slasags glwdd gl g oduzn sla Jaw ¢ a4

S o0 L0l lap 5l g laJse 0ol 5l (& 0

9 o..\..i’;Q)Ua'.S 6me:2%)5§J| 0’294 WL@ ‘_g).zf.)l.l LgL:sJ..\.a u.o.wl.n 6)-},5->l€, » w kf"”d"“‘ ‘SLQJM (]

a8 Lol |, Sasd

&l SVM) ile o Sty g okl JKiz qeuonal S350 aiile ol )65l jgaiadiws slapi ;K01 o
g o oaliinl gando gla)lid) L Slayags ales 5l alizes glgil 4 aSl slacJled gunanlb

oolatwl Dlayags Sam s 5 @lidie O (g5l glp (So b leosls e o ol iasagd g ilwands gbJuo e
9 ololid a5 Wlgh oo aid iy OMas (gilwand (gl 4l g sl By (sloosls 5l oolatul (o laie 4y .0isS o

5 3l 555t sl 1 oo b i () 1 9hms g 5t (siin0 (IDS) 3985 (s slapionses #
Gl @ dapiians ol 50 08 o glis lagy] 5l g aislo p aSid j0 OV o ien 9 ololid 4 cotan ben
‘) asLsb 9 Qs> u‘..\.h.\.@‘; "\""‘9"(5" ‘599_‘.440 uug.% ‘5me " “.)y.o? L:LMJLHA} dl).' wl.v ‘_gl.bjﬂ‘ )l ooLa.w;‘
DS bl g g5lwans

s S5 lgie 4 Allgl oo (Baas 6,50k o Joe ohshs cmas sloaSl ((ANN) Coiuan mas DAl o
g oolaiwl by l58lay 5 (6l Oes oduzen lagSll Slulis (gl 395 aeis

Jid, G aS e 50 g WS se ol 1) aSiid Jgeme lacoled i cpl LBy 9 (Lo (aaid o ptiins *
b en (A s S plpeds wab saaliv gole e

Vo



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

(DDo8S) less ISl oaiizs 355 Mo DDOS WMo b ablio Iy Lohuan igd o oo £ i @
Eomas g 3l oolaiul oS Jise |, Q%)M Sleas ailgy so a5 witwn g ymbe los jo Slaags o w5l (S
el 00l gl sloanlid jsbay De iz 5l 65T 8> § (Gt Gl

Eras shgn slani ;680 Sl S8l 5 (su b slools T oolaiwl b 1 Sudl )5 (6 jlwdaid 9 (S s 9Nl e
S glolis 1) LT adly oloj 5o 5 9ip a3 DDOS dlos Sl 511, pmmebs Sl il oo

Ailgs so g ok DDOS EMas (o i 5 (Solwdand 45 0B coian (isn spiuaw 1@l J095 Co poo @

Axas [nalS | Oles b oS Co pae 555 &0 | a5t wlie

o blas ailed oo bt (pl digd oolaiwl (g ule OMas 31 L0 Jlazs] slcon! ot 9 S, b))

o slpien 1) il iy Sleladl g 00,5 Sl 1) aSls glacslu ) ;0 99290

eww] bl g asds Slaags eosls Jdow b b Jaw cpl ioymiile g S0l o (Sio Sy 2U 55l g Jow o
Sy sladgs Jdoo g Geas 650l aile olap oSl oS SeS sl o s 5T eeal jo baplojle 4y wiles o
gy B4 S ;) oLl s Slaags gsleans

mtle 52550 5 (NLP) e 5 s sl ,s 0 ool | S slo ool ot sl oo @
S A A e il e b Jow ol aiies S g slaplin g b el olold 4 0B cian Sign slopig
il oST ezl s 511 o lS 5 aisS el |, gl o Kipid

e 50 Feed =B sl slool (gl aied ;a8 g1l (gt Dlagags U 9 oduzey el lbolbs cB b coian

REVH I TNVE SR RVR VS

1



I st ional Conf on Artificial Intelli in the Era of Digital Transformation

1st Intenational Conference on

.\ Artificial Intelligence
AS ) in the Era of Digital Transformation

el o S

e

f

Event Place: Thilisi,Georgia

Sl F | Joous Jgi s 43 o g igd
[www_Aicntir )

PUBLISH IN JOURNALS  ——__ NTERNATIONAL CERTIFICATION

S oy 0gh s Al (6 ule O b ailin g (62K )0 oS 151 SO plgieas 5950l (sl jo (AD) egian o9
SN slaptns 5l cbilix gl sloal j9ba @ 6 S peemai 9 oz oSl Lol daools Lo )0 AL (gatd iy
L s rmlo OMex b ablio 5 (65t )5 (egman (g (8 sl (nl 5800525 (o0 )18 oolitul 590 (g ymle Dlaaes plp 5o
23,5 Jelow e i Wiz 50 oo

WAL 5 dazr e GLalid syl Sl 5 iy 50555 5l (S g ©3les 9 Sl qileled
Sl g 3l Wilgh g0 45 Mg oo (b wan LSEST )l oslaiul b g oduzy (6 ol O 3l (6 s il
S sSIl el JolB (Groe (6,50 g wdile (5 ,S ol sla Jow ool b eqian (hgd cdino] oyl )0 a5 joue 0B

&S plelis 5 gilwans ) asliol OMles> § SeSin

OeSL as |y was EMes ol o8 aSiis ool L8 giluai b egian (ien (IDS) 3985 (aunis (ol pimsw
Ly kS’L“’l"""’ cdloais G’LMLI-AAJ

505,5 smyim |, oo | & e Ol s S aas Ligr e Juw § Fu b sleosls 3l oslaiwl b i S b s
Sle all @l Xioy leladl

slrosls b oS (5, oyl b sloasiss jo “)"‘"‘5”6“ EFmas oy Sl :)g‘&.;‘s)&o.b Gcba ‘SLQM
SISl 6lp ploco b wlyi oo 5580 ol oS it aige jsban ]y (Sl pulat g aiS Jols 1) saas
(7] oS slol e 18 oo 218 slas il 5 wags Sledbl

slagbs ol jsba ilg oo (Egias (hgn b (agiilsS Slwlma pleol I £ giman Sig 9 (0950leT Climmlxo
5983 abl Sy |y S5 slosls o wilgs o (sagiilsS Slawlee YU 531 5 &,08 b ass s | (6 pmlos cotal
S alyd 8l ey joly elis sl il (o5laigs g Slaags olulid ( egiae (hga slaph 65l b cuS 5 0

(VY]

Sl a8l Gloansd Coenl coian (hen b Suiel Sldes g logil 15095 Suel (Soalod
S e ool sl cdles eas wlasags 4 1Sy o Jdow sl aiile (5,500 5l Golgs 4y JWogs moiwl
542,55 (oo At b il 55505 a8 5 bolil (Sialon r ogian Gisp (e (el 485y Lol

VY] asS e bl o8 s 51 i o 45 0iiS olomy! | Ssg5

OMlos )0 (Lgan Sigh b g glgil) Jaua

ARY%



Tst intemational Conference on
Artificial Intelligence
in the Era of Digital Transformation UL R LIEAL T

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS N

5 el (6 ,50k 3l oolatul b asLiil Sdles o luliss

5 > e oluld 5 4l ands (L3, (o5luad

5 5, b slrosls sl eslarl b IR RCAYIES eSO
(Ean shga slapis ;o5

5 a5 5 aglojl o g M (5,15l
Sy el 6y segilsS 53l 5 a8 5l salatul

Sy slaosls

alslae 4y 5Ls (e Slaags 4 Sogs aaSly 5 Julos
g ey

(V8] aims plil 095 slagles cugits 5 ol s als s

YA

ot st A Gl of
Ol | JUsud Jori pas )0 (o gio g

(TERNATIONAL CERTIFICATION

wa Slasagd (o lwbls

(IDS) 5535 pnsd sl

o, s

PaGen £ g

(S Pt (g® 9 (o0guileS Clwlxo

o Sl Salon

S bw wogd Oledbl fdxi gl g (oS giuan gp

yebas ol ol el Jlad g 058l (5l lasags 0,90 50 baools jLasl g byl e glaes Jolis (CTI) (5l g Sledol
sleasle, @il Sl aile calizes mlice 51 ools 51 (golsj pan a5 0gud o0 alsslgr ol Jlanaseio 31 g 00gs (Swd Sias

O3 ol semlogsl el (ogian (s oS olulid 1) jopbg Slaags B onsS () SLb oy )l g slez]

Y] aiS o 30 9 pawl 51, oy a8 wlo 1) laan T,

&oleo 5l wilgs o eyio gl il g NLP l oolaiwl b coiao jign ioyio gl 5iawl g (NLP) zub L) (o3lo, @
omiantlod 5 G 1y duas Olagags wlwlaws! Jdos b g 00,5 2l sl 1) (g mlaw asags Sledbl (oMl g soges

[Ff] s olols

ot [y Lol eanl Sl il oo plozlen J18, 5 o ()l sloosls Ll b (ogiae (290 1 5Hl8) Sl o

[F9] ams @il il iy elBs slas il nl g 00,

wlobs ) las b T).Q:Uéa Slaags e Slbls )l daosls m s (55l b coas Sign tOlasogd jI50s5 Siod @
DS oSS S 5l G o] S 4 a8 sas e a8l (APTS) azd iy O 0,50 pul> sla i 9 05,5

Vol

aseg ‘) 61Lo.'l>| 6).¢J..L__~u Mo o> Lgl.msiﬂ 3 cs’.‘i)u Lgl.moob J...L?u L S P o9 ZQ‘..L'{J.QS qumu °

‘ﬁ d.v‘)..im.u Sloladl Mo‘sn ul&ol LQULA)LM: g 0\5)5



Tst intemational Conference on PO P | ENSIYRE | = g 12
Artificial Intelligence B ’
in the Era of Digital Transformation SECCUECRLI el s 5 | JEaoud Jai pas 30 (o5 g g2

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

Oy, SR 95 b 2oy LS s Lo

u)'l.o_? l.| A.LLM 9 6).41.“.,.) )Q ‘595.“4.0 u.ug.b w..a.u u\.uLo 6‘4.....0) ).b c).vsd.u Gu.».m.a.l le.mw.msf CL:L..' Lu U’““'Qj)) gSJ cul...u MLQ.A
W.US R |) A.W.»Lo.n LAL.?LA

b owe 1)l g s 4o b piny

L oiled o s slop ;o3 aiile s o SaST 5l oolaiwl b (6 mbe O g Dlasags ololids iy o jiagh jo
Jols 1y Broe 50k 5 eble 650k (65,5 4 45 S slatagly o by, (ol b dglie o 0 oo plonil (5Ll (sla Jelovs

.AS)L) om 9 asbust UL).JAQ,J CS‘L“L"M B GW 8o “»9"‘"5"

oabasll Sl glold 4 sgume ‘)/w A8 iy eSS g poolw lapi oSl 5l eolaiuwl repion b g3 @

! 009

Gaos 6):5‘519. 6LQJJ.A 9 KVeLY 6)L.qd...m ‘) bt ub.;d..e‘_s &)alé SEFan yigd LSL“w;?.)ji” VT S tSLbU"‘bs)" °

Anles lolis 1) oauzn slogsl (5 50 j5bas
‘S:T ‘_gl.tbu'l'«.;ﬂg 9 )Uégé 6“)‘}?‘ Az g

ol Olasags 4 2ozl [0s5 slapiun jloslatul )3 i (pl 0 Wax 5 ses8 Sldiagh s ol 5l S

il Slaags @ gl 5 panis lp Sl Allae 4 Lo Vaaxe gt @S o
D s ol g ciwd Ol 4y atusly jien Slauags 4 b STy roion B g3 @

Sr > g e plal (el Ll 5355 jsboay alls o (Sgae 292 p (s Gpiec 1o GGl e
S o kol 1 00l ol glacmsl )5 355 jsboas a5 Wiy o0 0t (soe0 055 Slapins 3l oG]
Ly oduzy Ol pl 50 Cuoglio
iloads Fazd iy g oduzmy sloanlid jabay (6590l SMes (g b OMas ;o ooliiwl 550 (G659 5iST B iy A g

slagby, b alio )0 9 0iS o) o Sazen ool Wl oo (ogian Ghon 5l eoliiul 45 wims go (LAS Spa slatag)

IR RVY O PR

Sygo soges Sledbl 4 Slaws Bua b g peole gla,lpl sleslatwl b Clél (6 mlo OMlos topaiioy s g5 @

=

S

14



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

9o piuws APT (Advanced Persistent Threats) &Mle> aile sduzen Mo (o0 L iavos gl pdgiy o
S g_;..l.ul.;..i'; adgl >l ol LQQT g a33ls o Slayags Es ol o 9 G olwdds 4y ai,0l8 S 5an

Sl WMo o Llulils jo (NLP) rmb (b5 (5310 5 31 colawl

Ay ol 5o Eaas hed lapi 6Nl 5 wiad s plulid s O jgoa Bae sloir! OMex g Soind Sllex lddS (o
5 Soipmiind OMax g3 oo (NLP) oo L5 (islo p 5loolanl b aS” wilosls lis swas sla jpgyy ol oo )15 4 jieS
25 glolid (i CB L) elatzr] S lox

A oo ploel oddiay pai i 3l aeled sl eolaiul b g ciws O jgody sloin] Oas oLl 1oy ‘_gtbuu.s”; .

o3 jebay SKcind Ol da sl 5 laply (slgize Judox s NLP glag oSl 5l oolainl b iag o g idgiy @

Sy (2Ll g (S

oz sl magh 5o bl wing 35 peie Sluags 4 (2Sly 5 olulid (55, Yaare 6 plo Cuiel i) o iy slo i

Lol 428,518 4z gi 3550 sloanlid jsboar sl slacun) (b3l s ot Sl Stas Ghee l eslisl

Sluad (St 9 Sy (b))l 4 e g ails 35 a0 09290 Slasagd plelid (g, p i ity SRS e

dgr iy s

L ablio gl @l Sy Sleladl g oS oo ian | sl GlacSis ) 5088 coras hgn slo Jos iy b gl @
Ao plel La:QT

fow (W i b awo lio

@ Ot Jgans jbds (398 (aseis puaws g By pl 0ile) (6 mle Mo Slulid o cw apingw ;I oolaul
o g s liol glogSl Slulis b wjold ayus coian yigd (Gpinn dunlin ;0 09 cadaizlil S ololis

W31y Olasags b ablie 5 olulid 4y g gaid iy jsbas (gole 8 sla)lid,
aisls oo (rule-based) jgmeoacld sla by, 3,k 5l O olulil o Judoo 4 iy opmiion s g3 @

Gl sl Thg 5l Foaummy g i e olulis g gole 8 sla LB, Llow SUlg tasos ol gy @
s sleday oz slotagy,

a0 oo boad )5 sl Jdgh U (LB b Slagh awslioY Jous

A\l



1st Intenational Conference on

.\ Artificial Intelligence
AS ) in the Era of Digital Transformation

el o S

e

/ \

Event Place: Thilisi,Georgia

Sl F | JEatus Jod pa8 33 gE g0 igh
[ www.Aicnf.ir J
I st International Conference on Artificial Intelligence in the Era of Digital Transformation

PUBLISH IN JOURNALS  ——__ NTERNATIONAL CERTIFICATION

la. oy g asbusb C.:‘..\.\..\.@H QS'L“"L“'“"

‘L oadbdizlids Slasags 4 dgdxe Olayags o lwlbd cdo
“Geos 6500

oolaiwl b 5oy fdow g pofaly

AL sl DM 4 5Ls o5 bl
3]

LAPT osslo aid iy OMlo> Cupae . Odax> b ablio gl ool sl 35 )
. ‘ suuzn WHlos wl 50 Ceoglio
(Eyan pigh §jludnd e

NLP.L b ool g baply S0 Judow ozl e cws ololils NLP 3! oolaw!

S PR RUARVRVS STV o9
S

39> g0 Olasdgd 35 pe8 S y (ot o,

G Sl g Sy
Gl Glozlpe lp 1) el 51 sasaz 0,50 a5 Jb jo .l (g mlw ol (slis jo ad g0 i s SO coian Jigo
\_ﬁ:-&-ﬁ‘ od.ui .Q)BT‘SA [‘,Jb‘)ﬁ &lso 6‘).1 %Y 6&.03)45 6L°)|f| | 0.5)5 p.(b‘)ﬁ |) Fodetrs g PR Mo U‘S“" 9 o\b; ‘SBJM
5 AV gio ool b b ol cpl Ll ecils walss clis 5 caxlos slasilinl jo corae (9o (silwax LG 4 (S 5 mle
L) eimae (oo 5l (36 ad) ) Slayagd B is (Sl je,0 wlb (GO sloosz )l -ail ol pen lags ysls cal 51 (SO
O ooty ] Dliion ol (55,0 (Eyiaan Gish (e 6 mle Dlagi b e ablie sl Mol 55800 5 S B b,
Iy lise 0gzgas a5 18 5 (| slailly 50,5 dolss ] (5l Cotel (6l egime Gosn lagsaraily co, ity ;0 galS

wols aalgs 18 (o) 990

AR



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

1) National Academies of Sciences, Engineering, and Medicine, 2024. Large Language Models and Cybersecurity:
Proceedings of a Workshop—in Brief.

2) Zhang, Z., Ning, H., Shi, F., Farha, F., Xu, Y., Xu, J., Zhang, F. and Choo, K.K.R., 2022. Artificial intelligence in cyber
security: research advances, challenges, and opportunities. Artificial Intelligence Review, pp.1-25.

3) Babu, C.S., 2024. Adaptive Al for Dynamic Cybersecurity Systems: Enhancing Protection in a Rapidly Evolving
Digital Landscap. In Principles and Applications of Adaptive Artificial Intelligence (pp. 52-72). IGI Global.

4) Kaur, R., Gabrijel¢i¢, D. and Klobucar, T., 2023. Artificial intelligence for cybersecurity: Literature review and future
research directions. Information Fusion, 97, p.101804.

5) Gupta, M., Akiri, C., Aryal, K., Parker, E. and Praharaj, L., 2023. From chatgpt to threatgpt: Impact of generative ai in
cybersecurity and privacy. IEEE Access.

6) Wu, Y., Jiang, N., Pham, H.V,, Lutellier, T., Davis, J., Tan, L., Babkin, P. and Shah, S., 2023, July. How effective are
neural networks for fixing security vulnerabilities. In Proceedings of the 32nd ACM SIGSOFT International Symposium
on Software Testing and Analysis (pp. 1282-1294).

7) Tushkanova, O., Levshun, D., Branitskiy, A., Fedorchenko, E., Novikova, E. and Kotenko, 1., 2023. Detection of
cyberattacks and anomalies in cyber-physical systems: Approaches, data sources, evaluation. Algorithms, 16(2), p.85.

8) Bouramdane, A.A., 2023. Cyberattacks in smart grids: challenges and solving the multi-criteria decision-making for
cybersecurity options, including ones that incorporate artificial intelligence, using an analytical hierarchy process. Journal
of Cybersecurity and Privacy, 3(4), pp.662-705.

9) Kaur, R., Gabrijel¢i¢, D. and Klobucar, T., 2023. Artificial intelligence for cybersecurity: Literature review and future
research directions. Information Fusion, 97, p.101804.

10) Adadi, A. and Berrada, M., 2018. Peeking inside the black-box: a survey on explainable artificial intelligence (XAI).
IEEE access, 6, pp.52138-52160.

11) Arrieta, A.B., Diaz-Rodriguez, N., Del Ser, J., Bennetot, A., Tabik, S., Barbado, A., Garcia, S., Gil-Lépez, S., Molina,
D., Benjamins, R. and Chatila, R., 2020. Explainable Artificial Intelligence (XAI): Concepts, taxonomies, opportunities
and challenges toward responsible Al. Information fusion, 58, pp.82-115.

Yy



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘"’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

12) Bai, Y., Kadavath, S., Kundu, S., Askell, A., Kernion, J., Jones, A., Chen, A., Goldie, A., Mirhoseini, A., McKinnon,
C. and Chen, C., 2022. Constitutional ai: Harmlessness from ai feedback. arXiv preprint arXiv:2212.08073.

13) Yan, K., Liu, X., Lu, Y. and Qin, F., 2022. A cyber-physical power system risk assessment model against cyberattacks.
IEEE Systems Journal, 17(2), pp.2018-2028.

14) Chai, Y., Du, L., Qiu, J., Yin, L. and Tian, Z., 2022. Dynamic prototype network based on sample adaptation for few-
shot malware detection. IEEE Transactions on Knowledge and Data Engineering, 35(5), pp.4754-4766.

15) Ng, M., Coopamootoo, K.P., Toreini, E., Aitken, M., Elliot, K. and van Moorsel, A., 2020, September. Simulating the
effects of social presence on trust, privacy concerns & usage intentions in automated bots for finance. In 2020 IEEE
European symposium on security and privacy workshops (EuroS&PW) (pp. 190-199). IEEE.

16) Bracken, B.K., Wolcott, J., Potoczny-Jones, 1., Mosser, B.A., Griffith-Fillipo, I.R. and Arean, P.A., 2022. Detection
and Remediation of Malicious Actors for Studies Involving Remote Data Collection. In HEALTHINF (pp. 377-383).

17) Bommasani, R., Hudson, D.A., Adeli, E., Altman, R., Arora, S., von Arx, S., Bernstein, M.S., Bohg, J., Bosselut, A.,
Brunskill, E. and Brynjolfsson, E., 2021. On the opportunities and risks of foundation models. arXiv preprint
arXiv:2108.07258.

18) Cobbe, J., Veale, M. and Singh, J., 2023, June. Understanding accountability in algorithmic supply chains. In
Proceedings of the 2023 ACM Conference on Fairness, Accountability, and Transparency (pp. 1186-1197).

19) Nweke, L.O. and Yayilgan, S.Y., 2024. Opportunities and Challenges of Using Artificial Intelligence in Securing
Cyber-Physical Systems. Artificial Intelligence for Security: Enhancing Protection in a Changing World, pp.131-164.

20) Abadi, M., Agarwal, A., Barham, P., Brevdo, E., Chen, Z., Citro, C., Corrado, G.S., Davis, A., Dean, J., Devin, M.
and Ghemawat, S., 2016. Tensorflow: Large-scale machine learning on heterogeneous distributed systems. arXiv preprint
arXiv:1603.04467.

21) Karim, A., Shahroz, M., Mustofa, K., Belhaouari, S.B. and Joga, S.R.K., 2023. Phishing detection system through
hybrid machine learning based on URL. IEEE Access, 11, pp.36805-36822.

22) Blanchard, P., El Mhamdi, E.M., Guerraoui, R. and Stainer, J., 2017. Machine learning with adversaries: Byzantine
tolerant gradient descent. Advances in neural information processing systems, 30.

23) Fang, M., Cao, X., Jia, J. and Gong, N., 2020. Local model poisoning attacks to {Byzantine-Robust} federated
learning. In 29th USENIX security symposium (USENIX Security 20) (pp. 1605-1622).

24) Wang, B., Yao, Y., Shan, S., Li, H., Viswanath, B., Zheng, H. and Zhao, B.Y., 2019, May. Neural cleanse: Identifying
and mitigating backdoor attacks in neural networks. In 2019 IEEE symposium on security and privacy (SP) (pp. 707-
723). IEEE.

25) Mienye, 1.D. and Sun, Y., 2023. A deep learning ensemble with data resampling for credit card fraud detection. IEEE
Access, 11, pp.30628-30638.

26) Falade, P.V., 2023. Decoding the threat landscape: Chatgpt, fraudgpt, and wormgpt in social engineering attacks.
arXiv preprint arXiv:2310.05595.

27) Zhao, H., Zhou, W., Chen, D., Wei, T., Zhang, W. and Yu, N., 2021. Multi-attentional deepfake detection. In
Proceedings of the IEEE/CVF conference on computer vision and pattern recognition (pp. 2185-2194).

28) Distler, V., 2023, April. The influence of context on response to spear-phishing attacks: An in-situ deception study. In
Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems (pp. 1-18).

29) Tlili, A., Shehata, B., Adarkwah, M.A., Bozkurt, A., Hickey, D.T., Huang, R. and Agyemang, B., 2023. What if the
devil is my guardian angel: ChatGPT as a case study of using chatbots in education. Smart learning environments, 10(1),
p.15.

Yy



1st intemational Conference on

temal * ool st A5 Gl
Artificial Intelligence
in the Era of Digital Transformation Event Place: Tbilisi,Georgia 0“‘“’; ‘ Jma J,ﬁi PO 1O B g0 g

1stl ional Conf on Artificial Intelli in the Era of Digital Transformation

PUBLISH IN JOURNALS INTERNATIONAL CERTIFICATION

30) Hutto, C. and Gilbert, E., 2014, May. Vader: A parsimonious rule-based model for sentiment analysis of social media
text. In Proceedings of the international AAAI conference on web and social media (Vol. 8§, No. 1, pp. 216-225).

31) Hutto, C. and Gilbert, E., 2014, May. Vader: A parsimonious rule-based model for sentiment analysis of social media
text. In Proceedings of the international AAAI conference on web and social media (Vol. 8§, No. 1, pp. 216-225).

32) Hutto, C. and Gilbert, E., 2014, May. Vader: A parsimonious rule-based model for sentiment analysis of social media
text. In Proceedings of the international AAAI conference on web and social media (Vol. 8, No. 1, pp. 216-225).

33) Arslan, F., 2023. Deepfake Technology: A Criminological Literature Review. Sakarya Universitesi Hukuk Fakiiltesi
Dergisi, 11(1), pp.701-720.

34) Geeng, C., 2020, April. Egregor: An eldritch privacy mental model for smart assistants. In Extended abstracts of the
2020 CHI conference on human factors in computing systems (pp. 1-9).

35) He, W., Xu, W,, Ge, X., Han, Q.L., Du, W. and Qian, F., 2021. Secure control of multiagent systems against malicious
attacks: A brief survey. IEEE Transactions on Industrial Informatics, 18(6), pp.3595-3608.

36) Guembe, B., Azeta, A., Misra, S., Osamor, V.C., Fernandez-Sanz, L. and Pospelova, V., 2022. The emerging threat of
ai-driven cyber attacks: A review. Applied Artificial Intelligence, 36(1), p.2037254.

37) Elsisi, M., Altius, M., Su, S.F. and Su, C.L., 2023. Robust Kalman filter for position estimation of automated guided
vehicles under cyberattacks. IEEE Transactions on Instrumentation and Measurement, 72, pp.1-12.

38) Derner, E. and Batisti¢, K., 2023. Beyond the safeguards: exploring the security risks of ChatGPT. arXiv preprint
arXiv:2305.08005.

39) Guleria, A., Krishan, K., Sharma, V. and Kanchan, T., 2023. ChatGPT: ethical concerns and challenges in academics
and research. The Journal of Infection in Developing Countries, 17(09), pp.1292-1299.

40) Wu, X., Duan, R. and Ni, J., 2024. Unveiling security, privacy, and ethical concerns of ChatGPT. Journal of
Information and Intelligence, 2(2), pp.102-115.

41) Althobaiti, K., Wolters, M.K., Alsufyani, N. and Vaniea, K., 2023. Using clustering algorithms to automatically
identify phishing campaigns. IEEE Access, 11, pp.96502-96513.

42) Johnson, B.D., 2017. The Weaponization of Al: A Glimpse into Future Threats. Computer, 50(10), pp.73-73.

43) Ferrara, E., 2024. The butterfly effect in artificial intelligence systems: Implications for Al bias and fairness. Machine
Learning with Applications, 15, p.100525.

44) Patrikar, A.M., Mahenthiran, A. and Said, A., 2023, June. Leveraging synthetic data for Al bias mitigation. In
Synthetic Data for Artificial Intelligence and Machine Learning: Tools, Techniques, and Applications (Vol. 12529, pp.
185-190). SPIE.

45) Trivedi, A., Kaur, E.K., Choudhary, C. and Barnwal, P., 2023, March. Should Al Technologies Replace the Human
Jobs?. In 2023 2nd International Conference for Innovation in Technology (INOCON) (pp. 1-6). IEEE.

46) Veprytska, O. and Kharchenko, V., 2022, December. Al powered attacks against Al powered protection:
Classification, scenarios and risk analysis. In 2022 12th International Conference on Dependable Systems, Services and
Technologies (DESSERT) (pp. 1-7). IEEE.

Y&



1st intemational Conference on

e " ot st A Gl of
Artificial Intelligence
in the Era of Digital Transformation Event Place: Thilisi,Georgia

Ol | JUsud Jori pas )0 (o gio g

st ional Conf on Artificial Intelli in the Era of Digital Transformation
PUBLISH IH JOURNALS INTERNATIONAL CERTIFICATION

Artificial Intelligence in Cyber Attacks

Shahla maniei fard
Ph.D. Student of Computer Science, Artificial Intelligence, Azad University, Tehran

Abstract

The rapid advancement of artificial intelligence (Al) has had a significant impact
onvarious domains, including cybersecurity. This study examines the theoretical
dimensions of the use of Al in cyberattacks, highlighting its role in automating
complex attack strategies, increasing the effectiveness of attacker methods, and
implementing complex social engineering campaigns. Using machine learning
algorithms, attackers can exploit vulnerabilities, bypass detection systems, and launch

highly targeted and consistent attacks, posing a serious threat to digital infrastructure .

However, the use of Al for malicious activities poses numerous ethical and technical
challenges. These challenges include the difficulty in identifying Al-based threats, the
ethical dilemmas associated with its abuse, and gaps in regulatory frameworks to
mitigate these risks. In response to these issues, this study emphasizes the need to use
Al-based solutions, including predictive analysis, anomalies identification, and
collaborative threat intelligence, to proactively address these challenges. This
comprehensive analysis aims to provide a deeper understanding of the role of Al in
cyberattacks and promote innovative approaches to protect the integrity of digital
ecosystems.

Keywords: Security Threats, Machine Learning (ML), Cyber Attacks — Artificial
Intelligence (Al), Adversarial Artificial Intelligence.
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