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Machine Learning for Detecting Suspicious Money Laundering Transactions: A
Systematic Review of Methods, Challenges, and Future Directions

MohammadReza BahramiFard
Master's student in Computer Engineering at Islamic Azad University, Kazerun

Abstract

Money laundering remains a critical challenge to global financial systems, necessitating advanced
detection mechanisms. This systematic review examines the role of machine learning (ML) in
identifying suspicious financial transactions linked to money laundering. Analyzing 85 peer-
reviewed studies (2010-2023) from databases including IEEE Xplore, ScienceDirect, and Springer,
the study highlights key methodologies and outcomes. Supervised learning algorithms, such as
Random Forest and Gradient Boosting, demonstrated high accuracy (89-94%) in labeled datasets,
particularly in banking and cross-border transaction contexts. Unsupervised techniques like Isolation
Forest excelled in detecting anomalies within unlabeled data but faced interpretability barriers,
complicating regulatory reporting. Deep learning architectures, including Recurrent Neural Networks
(RNNs) and Transformers, achieved superior performance (up to 96% accuracy) in identifying
complex, multi-stage laundering patterns but demanded significant computational resources.
Persistent challenges include class imbalance (0.1-1% flagged transactions), model opacity ("black-
box" concerns), and regulatory hurdles such as GDPR compliance. The review emphasizes hybrid
models combining supervised and unsupervised approaches to reduce false positives by 40%. Future
directions advocate for explainable Al (XAl) frameworks, blockchain integration for transaction
transparency, and cross-institutional data-sharing protocols. This synthesis underscores ML's
transformative potential in anti-money laundering (AML) systems while stressing the need for
interdisciplinary collaboration among technologists, regulators, and financial institutions to address
existing limitations.

Keywords: Machine learning, Money laundering, Suspicious financial transactions, Anomaly
detection
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