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Abstract

Today, countries are confronted with a variety of cyber threats that impact different
sectors such as businesses, private companies, and government organizations.
Advanced persistent threat (APT) is a type of multi-stage attack that infiltrates the
target network with complex actions, stays in the network for a long time, and steals
information through unauthorized access and unknown methods. In this study, we
propose a method for detecting APT attacks in real-time through analyzing events
recorded in Windows-based endpoint systems. By utilizing the attention mechanism in
deep learning, this approach can analyze and comprehend events captured at endpoints
without considering specific features, and it ultimately detects the occurrenceof an
attack. In this method, we use the transformer to model the semantic information of
events in order to train the attack pattern to the model and then detect new attacks. For
this purpose, initially, the model is trained with the semantic information of events and
their relationships, and then the Transformer will be able to detect new sequences of
APT attacks. The experiments on open-source data sets show that this method can
detect attacks with more than 99% accuracy and performs better than many other
methods.

Keywords: Advanced Persistent Threat, Event Correlation Analysis, Attack Detection,
Transformer Model.
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